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Introduction 
Since the expansion of the internet as a major resource for humanity, governments have 
aimed to regulate it in order to prevent issues such as copyright violations, security 
threats, piracy, fraud, identity theft, and many other issues that have risen with the rise of 
the internet. 
 
The problem with cyberspace is that it is open for all and there are no physical means of 
monitoring that can be easily implemented; thus, governments have passed laws that attempt to 
minimize the threat cyberspace inflicts on nations and individuals. These laws, however, although 
partially successful, did not work in the manner intended and cybercrime, to this day, is still a major 
issue of our modern world. Things like data breaches that happen with critical information such as 
bank data, government databases, etc. are, to this day, inevitable. The popularity of the deep web rises 
day by day, increasing the scale of hitmen for hire, weaponry and narcotics trafficking and underage 
porn. The core of this problem lies in the fact that the internet is a delocalized domain-meaning that 
there is no one server or cell tower that provides connection to the entire world, but rather it is more of 
a standard of connection that links devices together -. This means that in order to actively monitor 
internet connections, governments need to implement monitoring devices on every connection that 
exists to date which involves personal devices, cell towers, WIFI routers, etc... Some governments 
have focused their intelligence agencies on monitoring devices using human labor, however this is 
extremely inefficient and leads to extremely weak results unless the target being monitored is well 
identified. 
 
Key Vocabulary  
Cyberspace: The virtual computer world, and more specifically, is an electronic medium 
used to form a global computer network to facilitate online communication. 
 
Deep web: Also known as the ‘unindexed web’, consists of sites and pages that do not 
show up in search engines such as “Google” or “Bing”, is difficult to browse and 
navigate and is nearly impossible to track. Used by criminals for illegal activity 
especially transactions. Accessed using a TOR client. 
 
TOR: A browser that hides the user’s identification addresses and spoofs a new fake 
address after a set interval. Used to access the deep web. 
 
Warsaw Summit Communiqué: An official declaration issued by countries participating 
in the Warsaw Summit in 2016 - the 27th formal meeting of the heads of state and heads 
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of government of the North Atlantic Treaty Organization. 
 
Ransomware: A computer virus, most often infecting machines running Windows OS, 
that encrypts the victim’s data and does not allow access unless a ransom is paid. 
 
Cryptocurrency: Digital currencies that mostly rely on blockchain technology, uses 
P2P transfer protocol and focus mostly on privacy and anonymity. 
 
Bitcoin: A virtual currency that exists in the form of mathematical algorithms to 
prove ownership of a certain value. It uses Blockchain technology which relies on 
P2P transfer protocol for transactions. 
 
Focused Overview 
1) Cyber Defense 
Cyber defense is dealt with in two paragraphs of the Warsaw Summit Communiqué, paragraphs 70 
and 71. In these, the heads of state and government “reaffirm NATO’s defensive mandate”, that 
“cyber defense is part of NATO’s core task of collective defense”, and that NATO is ready for the 
Allies to invoke collective defense in response to a significant cyber-attack, the equivalent of an 
armed attack through cyberspace. This repeated what had been declared following the Wales Summit. 
However, the Allies now ‘recognize cyberspace as a domain of operations in which NATO must 
defend itself as effectively as it does in the air, on land, and at sea’. 

 
The Warsaw Summit Communiqué identifies cyber-attacks as a critical point that needs to be 
addressed in a defensive manner. It recognizes cyberspace as a domain of operations that will 
be considered in operational planning and ensures more effective organization of resources, 
skills and management to reach a safer cyber domain to maintain international peace, security 
and stability. It goes on to further ensure that all allies are equipped to the 21st century 
standards and pledge to enhance networks and infrastructures and enhance NATO’s cyber 
defense to the best possible extent, cooperating with EU and other international organizations 
through the NATO Industry Cyber Partnership. 
 
*extracted from Warsaw Summit Communiqué - Issued by the Heads of State and Government 
participating in the meeting of the North Atlantic Council in Warsaw 8-9 July 2016 
 

The paragraphs only address cyberspace in terms of national security and sovereignty 
and take no action towards securing the cyber domain identified. Seeing that entire 
governments depend on digital storage for 
data storage, including sensitive data such as 
social security numbers, criminal records, 
etc., the digital world is in dire need of 
security measures that we currently do not 
have. Banks nearly entirely depend on cloud 
storage or digital storage to store 
transactions, balance data, and identification 
protocols. This makes it susceptible to being 
accessed by anyone with enough skill to 

Picture 1: Map of devices affected by WannaCry 
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bypass the security protocols set in place. There have already been many breaches 
worldwide that had led to catastrophic results, the most outstanding one being the 
‘WannaCry’ ransomware that infected more than 200,000 computers over 150 nations. 
The virus encrypted the victim’s data and asked for a ransom in order to unlock that 
data, otherwise, the data will be destroyed after a set time. This virus spread to banks 
and major companies, putting entire economies at risk, and in the worst-case scenario, 
may have led to entire nations to collapse. 
 

2) Regulation of Cyberspace 
The deep web is a major issue when it comes to cyberspace regulation. Not only does it make up more 
than 90% if the internet, but it is also the main source of illegal activity online, including hitmen for 
hire, identity theft, the slave trade, etc... Since the deep web is unindexed and cannot be referenced 
using everyday search engines such as Google or Bing, it is extremely difficult - if not impossible - to 
track traffic and activity. Users tend to use different methods to hide their identity and use 
Cryptocurrencies for transactions, making them completely invisible online, which from the surface 
may seem like a good security and privacy principle but raises many more issues concerning fraud, 
counterfeit transactions, etc... It would be impossible to take down all unindexed websites that form 
the deep web due to its massive scale and delocalized nature, thus governments are aiming to monitor 
activity using human labor surfing the deep web. This, however, is extremely inefficient and leads to 
weak results. 

 

With the latest rise of Bitcoin, governments have been attempting to act towards it either by 
embracing it or prohibiting it. It has caused a major shift in certain economies to cyberspace, 
increasing the demand for a more secure cyber domain. Bitcoin (originally founded by Satoshi 
Nakamoto in 2008) relies on Blockchain technology, which is based on storing small encrypted 
‘chunks’ of data called blocks, and splits it apart to different devices, which means that if a hacker is 
able to intercept one of the blocks and decrypt it, the data would not be of any use since it is 
incomplete. It sends data over P2P connections. P2P is a connection standard that requires no server 
but rather depends on the users to host and act as connections 
to other users. This makes it impossible to shut down or 
control. The issue of bitcoin being unmonitored and 
uncontrolled was the source of controversy for people and 
governments alike, the idea of a currency that is purely based 
on demand rather than other economic factors that contribute to 
a nation’s currency was not only new but introduced an entirely 
new economy. This led to many governments banning bitcoin 
transactions in order to protect their economies, while other 
countries chose to embrace it hoping to grow it as a sustained 
and stable economy. 

 

Bitcoin is a simple example of how difficult it is to regulate cyberspace in general, which is why a 
united solution is required in order to reach a universal solution that applies worldwide. Setting 
international regulations that are to be followed by all users that access the internet, in order to ensure 
security, peace, and civil rights. 
 

Picture 2: Comparing the deep web to the dark web and 
indexed web in terms of sites and relative size 
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Evaluation of Previous Attempts to Resolve the Issue 
Although issues like hacktivism and money laundering are slowly spreading across the cyberspace 
domain, governments are yet to take notable action towards limiting illegal activity. Taking an action 
this critical requires a great amount of planning and execution processes that may last for many years 
before being deemed effective.  
 
The major problem with taking serious legal action is the laws that protect consumer privacy and limit 
data collection and traffic monitoring. Although governments can aim to change the laws in effect that 
limit data collection, it is likely that it will be greeted with dissatisfaction and opposition from major 
parties involved in technological advancements such as Apple Inc., which is known to greatly value 
consumer privacy. It also opens chances for 3rd parties to monopolize cyberspace, the most recent 
example of this being the FCC voting against net neutrality, giving service providers a great chance of 
limiting user access to certain aspects of the web based on subscription, or any criteria they seem to 
provide.  
 
Attempting to tamper with such delicate laws requires the updated laws to be carefully tailored in 
order to prevent 3rd parties from interfering with consumer privacy, deeming these laws useless. 

 
Possible Solutions 
Delegates are expected to work towards finding a solution that does not violate consumer 
privacy while maintaining a safe and legal cyber environment that protects consumer 
rights and gives governments access to monitor and sanction legal violations, including 
but not limited to money laundering, child pornography, narcotics, and weaponry 
trafficking. This can be done by creating laws that satisfy all the parties mentioned above 
or finding methods to employ devices that service providers can use in order to maintain 
a safe environment. 
 
A solution is needed in terms of cybersecurity, not only by sanctioning violators such as 
hackers spoofers, but a solution that ensures every citizen operates in a sandbox 
environment where there is as little risk as possible in terms of access to unnecessary 
personal information, including advertisement activity, contact history, search history, 
etc.  
 

Sensitive information such as banking information, legal documentation, location of 
residence, etc. should be of utmost priority in terms of protection as this critical 
information is the main target for hackers and has the most major effects if stolen 
potentially leading to a catastrophe. The private sector is experienced in the field of 
cybersecurity; creating and distributing security software that has deemed to be 
extremely effective in many cases. Governmental action would be much more effective if 
supported by major security experts such as Intel corp., Apple Inc. and Kaspersky lab. 

 
A critical point that may halt the expansion of security is the lack of modern technology 
in certain regions. Outdated forms of software impose a huge security threat as they are 
not often provided with security patches or use outdated forms of encryption that can be 
easily broken through. 
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Note that the internet is a delocalized domain, which means that it is impossible to shut down or 
tamper with directly as no one has direct control over the internet or direct access to the entire service, 
which is a common misconception. 
 

Further Reading 
• Warsaw Summit Communique 

 
• Blockchain  

 
• Bitcoin 

 
• Deep Web 

 
• Net Neutrality 
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