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Introduction 
Technology is the concept of the century. With the massive improvements in the technology industry 
and the invention arguably the most important invention of mankind Internet, the history shifted its 
route.  
 
Technology can be seen in every daily object such as phones, televisions, cars and laptops. According 
to Pew Research Center, in 2015, 92% of the Americans owned a cell phone and 73% owned a computer. 
Technology has gotten its way to nearly every house on earth but the safety of owning or even being insight  
of  a  technological  device  is  still a controversial topic in 2018 for citizens, companies and countries. 
 
Key Vocabulary  
Cyberattack: An attempt by hackers to damage or destroy a computer network or system. (According 
to Oxford Dictionary) 
 
Active Attack: A type of cyberattack aiming to malfunction system resources and affect its function. 
 
Passive Attack: A type of cyberattack for intellectual theft from any kind of system. 
 
Inside Attack: A type of cyberattack done by an individual or a group aiming at the company they are 
employed at or the country they live in. 
 
Outside Attack: A type of cyberattack done by an individual, a group or a country aiming at other 
individuals, companies or countries. 
 
Syntactic Attacks: Types of cyberattacks which include the usage of malicious software such as 
but not limited to viruses, worms and Trojan horses. 
 
Sematic Attacks: Type of cyberattack which causes the alteration and diffusion of correct and 
incorrect information. 
 

Focused Overview 
The social networks not being safe for individuals because of the presence and the uncertainty of the 
other users is no news to anybody. However, in the past years, cybersecurity rules have been violated 
by major companies and countries. One of the biggest cyberattacks in the history took place in 2009 
when Google’s Chinese headquarters was hacked and intellectual property along with the Gmail 
accounts of Chinese human rights activists were stolen. China was found guilty of the attack since 



 

 

many flagrant violations of human rights and privacy had been observed in China for years.  
 
North Korea, was involved in cyberattacks as well such as the attack on Sony Pictures. On  November  
24th  2014,  a  group  called Guardians of Piece (GOP) attacked and leaked private information 
including personal information about the company and the employees. GOP threatened to release   all   
the   information   they  have gathered if Sony didn’t withdraw the  movie The Interview. The attacked 
reached its goal by Sony withdrawing the movie however the attack was denied by North Korea.   

 
A great example for countries being attacked 
through cyber networks is the on NASA and US 
Defense Department in the year 1999. Jonathan 
James, a 15-year-old at the time, hacked into 
NASA’s system and stole a piece of software 
worth 1.7 million$ resulting in the shutdown of 
the system for three weeks. Many countries 
suffer from cyberattacks since cyberattacks 
damage countries’ economies and militaries. 
Recent examples of cyberattacks are against 
Ukraine and Russian Federation. Starting from 
June 27th 2017 many Ukrainian websites and 

corporations were attacked such as banks, 
newspapers and electricity firms. Russian 

Federation, another country which suffered from cyberattacks for years, was swamped in cyberattacks 
during the FIFA World Cup 2018 by being the target of 25 million cyberattacks.  
 
Massive cyberspace conflicts took place between India and Pakistan for years. The conflicts started 
in 1990s and since then both country’s hackers have been involved in attacking each other’s 
computing database system. The number of attacks had grown past 270 by the end of 2001. In 2010, 
Pakistan’s at least 36 government-based systems were attacked by Indian hackers. In 2013, Indian 
hackers hacked the official website of Election Commission and leaked private national and personal 
information. Pakistan has been trying to put an end to the cyberattacks from India by increasing their 
cybersecurity system which was established n 2013 with the name of Cyber Secure Pakistan (CSP).  
 
The insecurity of Internet and social networks 
affect and violate the rights of privacy and  the  
freedom  of  thought  of  citizens. As  seen  
through  the  United  States  of America, 
presidential election, 2016, famous social 
network site Facebook was not able to prevent 
Cambridge Analytica, a data- mining firm 
afflicted with Donald Trump’s presidential 
campaign, form accessing private information of 
87 million users in order   to   influence   the   poll 
results.  This cyberattack on Facebook, shifted  
the elections and violated the right of freedom of 
thought of millions of citizens by showing 

Picture 1: US Top source of DDoS Attacks  

Picture 2: Mark Zuckerberg in court. 



 

 

targeted news, advertisements and posts on the social network site. This cyberattack cost Mark 
Zuckerberg - CEO of Facebook- $6.06 billion in stock value in a single day. Facebook which is one 
of the biggest and richest companies in the world is mentioned under the topic of violation of privacy 
more than once. In 2016, WhatsApp - a worldwide 
messaging app owned by Facebook- agreed on 
sharing the private messages of people with its 
parent company Facebook.  
 
Although it got a lot of attention from the 
mainstream media, it was not able to be restrained. 
The information gathered from the messages was 
used to show targeted advertisements and news to 
the users. United Stated of America, has extremely 
strict laws about cybersecurity since their economy 
and military is highly based on technology and 
their security cannot be risked.  
 
In the US, the topic of cybersecurity is divided between the Department of Homeland Security, the 
Federal Bureau of Investigation, and the Department of Defense. Although America today is really 
cautious about cybersecurity it wasn’t easy to achieve. United Stated of America had gone through 
catastrophic events in its history involving cybersecurity. One event being a failure of critical 
infrastructure where evil-intentioned activities against information technology systems disrupted 
electrical  power  capabilities  overseas.  On April 1, 2015, former president of the United  States  of 
America Barrack Obama established the first ever economic sanctions regarding cybersecurity. The 
Executive Order affects individuals responsible for cyber- attacks that threaten the national security, 
foreign policy, economic health, or financial stability of the United States of America.  
 
In conclusion, cybersecurity is a massive issue around the world since technology is in every aspect 
of the human life. The violation of cybersecurity is directly involved in violation of human rights. In 
most cases the violation of cybersecurity causes major conflicts among countries. Violation of 
cybersecurity can cause in wars, leaking of private information and corruption in news and even 
elections. The United Nations have been trying to find solutions to end the violations of cybersecurity 
but because the technology is improving every second it is nearly impossible to catch up with its 
speed. 

 
Major Parties Involved and Their Views 
United States of America 
In the U.S. the topic of cybersecurity is divided between the Department of Homeland Security, the 
Federal Bureau of Investigation, and the Department of Defense. USA has one of the leading 
technological bases of the world which gives them the power to be dominant in the technological 
battlefield. USA would look for a solution which would cause them to lose their power in the 
technology industry and also maintain peace whit-in itself technologically.  
 
Democratic People’s Republic of Korea 
Democratic People’s Republic of Korea, as stated in the focused overview faced many cyberattacks 

Picture 3: Spending on cybersecurity in the US 



 

 

targeting its military and committed cyberattacks similar to them as well. DPRK would not look for 
a solution which would maintain peace among nations, it would look for or propose solutions which 
are open to different understandings. DPRK would also never give up on its transparency in military 
for a solutions.  
 

Russian Federation 
Russian Federation is one of the strongest countries in the world based on military and they are 
planning to stay that way. Because of Russia’s military powers and them not being transparent 
about it makes them the target of many cyberattacks. Russian Federation although wants to put an 
end to the attacks they have been getting, they are looking for a solution which wouldn’t make them 
lose their power to do cyberattacks. 
 

India and Pakistan 
India and Pakistan have been battling with each other for decades and it doesn’t seem like it is 
coming to an ending. Both sides have been damaged financially and lost military power due to this 
conflict. India also being one of the leading countries in nuclear weaponry, it is the target of many 
cyberattacks. Both countries would be eager to put an end to the cyberattacks they have been facing 
with a fair solution regarding their finance and military.  
 

Timeline of Events 
Date of Event  Description of Event 

2008 Cyber espionage targeting U.S. military computers 

December/2010 Cyberattack on France targeting G20-related documents 
including financial information 

June - December/2009 Google’s Chinese Headquarters getting hacked by a group of 
Chinese hackers followed by intellectual property theft. 
(Operation Aurora) 

2/December/2010 Pakistan’s 36 known government-based systems were attacked by 
Indian hackers. 

24/November/2014 Guardians of Peace (GOP) attacked Sony Pictures and leaked 
private information. 

1/April/2015 United States of America, established the first ever economic 
sanctions regarding cybersecurity. 

17/March/2018 Facebook was not able to prevent Cambridge Analytica from 
accessing private the private information of 87 million users. 



 

 

Evaluation of Previous Attempts to Resolve the Issue 
United Nations and the Council of Europe have been trying to put an end to the cyberattacks 
happening all around the globe by passing treaties and doing international agreements regarding 
the topic of cybersecurity of the member states of the United Nations.  
 
The treaties that have been passed mostly involve the topic of violation of human rights via cyber 
networks. One of the most important treaty which is signed for cybersecurity is Convention on 
Cybercrime (2001) which was signed in the Council of Europe. On 2003 the treaty’s content was 
extended and Additional Protocol to the Convention on Cybercrime Concerning the 
Criminalization of Acts of a Racist or Xenophobic Nature Committed Through Computer Systems 
was signed.  
 
Treaties involving child pornography and woman rights have been signed under the topic of 
cybersecurity such as Convention on the Protection of Children against Sexual Exploitation and 
Sexual Abuse which was signed in 2007. 
 
Possible Solutions 
Cybersecurity and technology are topics which change each and every day which causes the 
solutions for these problems to be not efficient after a while no matter how efficient the solution 
looks at first. However possible solutions could be found with the establishment of an independent 
council which consists of trusted individuals who are professionals in the topic of technology along 
with politicians from country which are relevant to the topic discussed.  
 
Since technology and cybersecurity take a big part in the life of an average citizen, the solutions 
established mustn’t limit the life opportunities of the citizens. One of the best examples for this not 
being the case is the Article 13 which recently passed in the European Parliament. One efficient 
solution could be establishing laws to make UN capable of seeing every cyberattack via a system 
specifically designed to see through each computer and track down each data.  
 
Establishing a new organization with the mission of tracking down the computer systems of 
countries would not be suggested since the countries wouldn’t trust a newly established 
organization especially when they get to seek into their computer systems. Solving this problem via 
UN would be the best choice comparing it to the solutions via the establishments of organizations. 
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